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Symbiosis Labs InSpectre — 3T0O MHCTPYMEHT C OTKPbITbIM NCXOAHbIM KOAOM, KOTOPbIA MOXXET
MoMo4Yb BaM onpeaennTb, ya3BMMa M Bawla Tekylaa KoHpurypauns anga Meltdown n Spectre.
Y3HanTe, ya3BMMa /M Balla cuctema ansa Spectre n Meltdown InSpectre npegoctasnseTt 0630p
obopypnosaHua n OC Bawwero MK 1 nHopMmpyeT BaC 0 TOM, 3apa>KeHbl /i Bbl B AaHHbIA MOMEHT.
3aTeM OH MOXeT CKa3aTb BaM, MOJHOCTbLIO i 06HOBJIEH Ball NMpoLLeccop uam HeT. YTuauTa Takxe
MOMO>XeT BaM HalTU NOTEHUNANIbHOE 3apaKeHune U 06BbACHUT, Kak NoBaMsaeT Ha obulyto
NPOU3BOANTENIBHOCTbL CUCTEMbI NOCAEe yCTpaHeHnsa npobnem. UHcnekTp: YTunnta paboTtaeT B
(hOHOBOM peXXxuMe 1 He BAMSET Ha NPON3BOAUNTENLHOCTb BaLLEro KOMMNbIOTEpa Npu 3anycke.
MporpamMmmMHoe obecnevyeHne gocTynHo Ha Github 13 peno3nTtopus github.com/symbiolabs/inspectre.
MonpobynTe: InSpectre NHCTpyKkuuna: Ana 3anycka yTUANTbLI CKadanTe apxuB. Ha)KMuTe KHOMKY
3arpysKu BHU3Y CTpaHULbl. YCTAHOBUTE apXuB, ABaXKAbl LLeSIKHYB (a1 Ui HaXaB «yCTaHOBUTb».
lMporpaMmMa Ha4vyHeT 3arpysKy, U pesyabTaT AOJDKEH MOSABUTLCA Ha naHesnn 3agad. Teru: Inspectre:
WHCTPYMEHT Ana 4yTeHuns Spectre/Meltdown 11 aBrycTta 2018 r. 28 komMMeHTapues
Monb3oBaTeNbCKUN PENTUHT: 5 n3 5 0% MHormne Beb6-canTbl 1 NPUIOXKEHUS B HACcTosILLee BpeMs
NCNbITbIBAOT MpobneMbl, TakKme Kak HU3Kasa Npon3BoaNTENIbHOCTb NN HEBO3MOXKHOCTb
oTobparkeHns HEKOTOPbIX CTPAHUL, UM KOMMNOHEHTOB. 1 Tenepb Mbl MOXXeM bBbITb YBEPEHbDI, 4TO
€CTb MHOI0 He3aZa4/uMBbIX NOJIb30BaTENEN, Y KOTOPbIX Takasa e npobnema. MpuinHom Tomy
akcnnonTel Meltdown n Spectre — nasenka B cucrteme 6es3onacHoCcTH, obHapy>XXeHHasa aKcrnepTamu.
InSpectre — 3T0 NHCTPYMEHT, KOTOPLIN MOXXET NOMO4Yb BaM OnNpeaennThb, Y93BUM /1 Ball
KOMMNbIOTEP ANA 3TUX aTak. [Y3HaTb 6onblie] Kak Mbl y>Xe ynoMUHanu, nporpaMmMa nuHhopmmpyeTt
noJib30BaTesieN 0 TOM, YCTaAHOBJIEHA NI B UX CUCTEME MOC/IeAHAA BEPCUSA MPOLUMNBKN U MOXET NK
MPoLECCOpP BbIMONHATL HeobXxoanmblie pyHKUMK. I eCnin 3TO Tak, XOpPOoLUO, YTO Bbl UCMNOJIb3yeTe 3TOT
WHCTPYMEHT, Kak Mbl Y>XKe rOBOPW/IN BaM paHee. 3arpysuTe npuioxKeHue u npefocrtaBbTe HaMm
HEKOTOPYI0 OCHOBHYIO MH(OPMaLNIO, TaKylo KaK onepaumoHHas cuctema, npoueccop n gpyrme
COOTBETCTBYOLWME XapaKTEPUCTUKN. B BEpXHEN YacTn CTpPaHMLUbl €CTb 3HA4Y0K 3arnycka, KOTopbIn
Bbl MO>XeTe MCNosb30BaTb A4 3anyCKa NnporpaMmHoro obecnevyeHunsa. 3Ha4oK 3anycka nMmeet
Ha4asbHbIN cTaTyC «CKaHMpOBaHNE HEMPaBM/IbHO HACTPOEHHbIX UK YCTapeBLUNX KOMMOHEHTOB>.
Pe3toMme ocMmoTpa: YTunnTa nokasbiBaeT BaM CBOAHbIN O0THeT. ECan B Bawen cncteme obHapy>xeHa
noTeHunanbHasa npobnema, Bbl yBUANTE B TEPMUHANe cOObLEHNS 0 nMpeaynpexXxaeHnu.

InSpectre Free Download

YHUKanbHasa KOHLENLUUA 3TOro MHCTPYMEHTa 3aKJ/ilo4aeTcs B TOM, 4TOObl MOMOYb MOJIb30BaTEsNAM
BbICTPO oNpefnennTb, YA3BMM SN KOMMbIOTEP AJ19 O4HOIO U3 3TUX 3KCMJIONTOB. 3TO yA06HO,
0CcobeHHO ecnn Bbl HE 3HaeTe, UCMOJIb3YeT SN Ball KOMMbIOTEpP ySA3BUMbIe npoLeccopbl. UHCTpyMeHT
npefocTaBnseT KpaTKMin 0630p Ballen CUCTeMbI, MO3BOAA NOHATbL, COBMECTMMa JIM OHa C
npoLeccopoM. Kpome TOro, Bbl TakKXXe MOXXeTe y3HaTb 60bLue 0 BO3MOXKHOCTSAX npoLieccopa,
0BHOBIEHMAX NMPOLWMNBKN U peecTpe. OTHET NPOrpaMMbl TaKXXe aHaIM3npyeT NPOU3BOANTENLHOCTb
CUCTEMBbI, 4HTO MOXXET NOMO4Yb BaM ONpenennTb, eCTb IN NOTeHuManbHble npobnems ¢
NPOU3BOANTENBHOCTLIO Nocsie obHoBNEHNA NpoLwnBKU. YTo6bI 3bexkaTb Npobnem ¢
NPON3BOANTENBHOCTbLIO, peKoMeHayeTCa 6bICTPO 06HOBAATE KOMNOHEHThI. KtoyeBble 0CobeHHOCTH
InSpectre: OTobpakaeMsblili oT4eT 0 coBMecTuMocTK LM, KpaTkuin 0630p BO3IMOXKHOCTEN
npoueccopa, annapaTHbIXx 06HOBAEHW 1 peecTpa. Mony4ynte CBOAHYIO MHGOPMaLVIO O
NPON3BOANTENBHOCTM MaLUMHbI. YA3BUMOCTb CUCTEMBbI K Spectre n Meltdown moxxeT 6bITb
noaTeBepxaeHa. NocnenHve BepcmMn NMPOLLINBKN Bbl MOXXETE HalTW Ha CalnTe npousBoauTens. Todka
poctyna Norton gna Android Norton — oaMH 13 fyYLWKWX MOCTaBLLMKOB aHTUBUPYCHbIX MPUI0XKEHNNA.
Norton — 04HO M3 CaMbIX HaAEXXHbIX aHTUBUPYCHbIX NPUAOKeHU. Norton MoXXeT 3alnTUTbL BaLl
Android-cMapT®hOH 1 NnAaHWeT OT BUPYCOB, BPEAOHOCHbLIX MporpamMMm, cnama u Apyrux oHiamnH-
yrpo3s. B aTon ctaTbe 9 cobmpatocb NoAeNnnTbLCA C BAMU JyHLLINUM OAHUM LLLEeTYKOM Mbiwn Norton
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Hotspot pnsa Android. Norton Hotspot — OT/IMYHbBIV @HTUBUPYC, KOTOPbIV NMNO3BOJISET 3alUUTUTbL Ball
cMapTgoH 1 nnaHweT. Norton Hotspot 3awmnTnT Bawe yCTPONCTBO OT BCEX TUMOB BUPYCOB,
BPeOOHOCHbIX MporpamMM, cnamMma 1 passindHblx ceTeBblX yrpo3. Norton Hotspot — ogHO 13 ny4wnx
aHTUBUPYCHbIX NpuaoxeHun, npeanaraemoix Norton. Camoe nydwee B Norton Hotspot — 310 To,
4YTO Bbl MOXKETEe CO34aTb LOMAaLLUHIOW CeTb U MNOAKJI0YaTbCA K APYrUM KOMMNblOTEPaM,
MOAKJ/IIOYEHHbBIM K Ballen gomaluHen cetun. Norton Hotspot nerko 3arpy3mTb 1 yCTaHOBUTb. Becb
npouecc Norton Hotspot gnsa Android cTtan o4eHb NPOCTbLIM.[TIPOCTO CneaynTe MHCTPYKLNAM,
yKa3aHHbIM B LWWarax Huwxe. Kak 3arpy3nTb U yctaHoBuTb Norton Hotspot gnsa Android 1. OTkponTe
Mara3uH Google Play n HananTe «Norton Hotspot ansa Android». 2. Tenepb oTkponTe «Norton
Hotspot onsa Android» n cnegynte MHCTPYKUMAM Ha 3KpaHe. 3. Tenepb ycTaHoBuTe Norton Hotspot
Ha cBou TenedoH n 3arpysute Norton Mobile Security Ha cBo cMapTdoOH, 4TO6bI 3alLNTUTL CBOE
YCTPOWCTBO OT OHNanMH-yrpos. 4. Tenepb oTkponTe Norton Mobile Security, n Bbl yBnanTe To4ky
poctyna Norton Ha cBoeM TenedoHe B Ka4yeCTBe rlaBHOIro aKkpaHa. Bol MoxxeTe 1709e42c4c
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InSpectre For Windows

InSpectre — 370 6ecnnaTHbIN MHCTPYMEHT, KOTOPbLIN NO3BOISET Y3HaTb, YA3BMM JIM Ball KOMMNbIOTEP
nnsa Meltdown u Spectre, ncnonb3ys 3T ya3BMMOCTU 018 KPaXKn OaHHbIX. [pnnoxxeHne MoxxeT
onpenenuTb, NOABEPXXEHO I Balle obopyaoBaHne ogHoMy nam obonm n3 Spectre n Meltdown,
yBeAOMAAS BaC CBOAKOM M OTHETOM, B KOTOPOM 4YE€TKO onuncaHa cuTyaums. MNpn npoBepke Ballen
CUCTEeMbl MHCTPYMEHT TaK>Xe NoKa3blBaeT, Kakme obHoBneHus obopyaoBaHUS BaM Heobxoammo
BbINOJIHUTb, U Kak MOBJIMAET Ha Bally NPOU3BOAUTENLHOCTb NOCSe MPUMEHEHNS HOBbIX (PYHKLNN. Ta
»Xe MeTofosiorusa ucnosiblosanack B AV-Comparatives, 4Tobbl NpoBepuTh, UCNpPaBfieHbl 11 B
nocnegHen sepcmn Windows 10 npobnembl 6€30MacHOCTU, 0 KOTOpPbIX coobuianock (T. e.
peanunsyeTca paHAOMU3aLMA MaKeTa agpecHOro NpoCTpPaHCTBa). Bbl MoOXKeTe HanTu NMosHble
pe3ynbTaTbl, paHXupoBaHme pesynbTaToB TecTtoB Windows 10 3apecs. [...] KObunenHoe obHoBNEHME
Windows 10 sBkntodaeT Application Guard B 3awmntHuke Windows (WDAG), KoTopbIl
«MOATaNKMBaAET» BeCb BE6-KOHTEHT K 3aMNyCKy B M30JIMPOBaHHOM 061acTn NaMaTn (T. €. KOHTENHepe
Windows) bpay3epa. 3Ta n3on5aumns cMarvyaeT aTaku Knacca Spectre n 6J10kMpyeT BCe NMPOorpamMmsl,
MPOLLEeCChl N Aa>ke BPeOOHOCHbIN KOO OT YTEHMSA AW 3annucy NamMaTu BHYTpU KoHTenHepa Windows
N3/B OCTaNbHYIO YacTb cuctembl. C gpyrowm cTopoHsbl, aapo Windows Tak>Xxe pelaeT, Kakume
npouecchl byoyT BbIMONHATLCA B KOHTenHepe. B oueHke neco4yHuua Vivaldi cpaBHuBaeTcs ¢
yCTaHoBJIeHHbIM Bpay3epoM, He obecneymBaloLLNM HAKAKON U305LUMN (B HAWLMX TecTax 3TO Obin
Chrome gnsa Android). Vivaldi — 310 Beb-6pay3ep, koTopbih paboTaeT Kak Firefox Ha komnbloTepe n
kak Chrome Ha Android. OH BKJl04YaeT B cebs Takme yHKLMN, KaK yrpaBaeHue BKiIagKaMu, YHTeHune
RSS, cnHxpoHu3aumnsa ¢ Google InckoM, BCTPOEHHbIE pacClUMPEHNS N MOAOEPXKKA TEMHOI0 pexxmnma.
Bbl MO>XeTe yCTaHOBUTb ero Ha cBol paboyuunin CToN 1 MOAKIIOYNTBLCA K YCTponcTBY Android ¢ TeMu
)K€ y4eTHbIMU AaHHbIMU. MaTb 6Gpay3epos, B TOM yncne Tpu — Chrome, Firefox n Safari —
MOSIHOCTbIO OCHaLlleHbl HoBenwen Bepcnen Windows 10 Anniversary Update, Ho 6pay3epsbl Internet
Explorer n Opera paboTatoT Ha 6onee ctapom INMO. Hoeas Bepcusa Windows 10 Bce elle HaxoOonTCs B
pa3paboTke 1 ewe He BbiNylleHa Ans WwWnpokon nybnnkm, Ho Microsoft o6bsBuNa o ee Bbinycke 29
nions 2015 ropga. Google Chrome 67 (69) 6611 BbinyLleH 26 ceHTsabpa 2017 r., Bepcus ero
MobunbHoro nHTepHeT-6paysepa Chrome gna Windows nmeet Bepcuio 59, koTopas paboTaeT B
Windows Ha MOMEHT HanucaHusa 3Ton CTaTbW, HO 0bHOBUTE ee 0 BepcuKn 67, 4TObbI MOAYYNTL
HoByto Chromium P-patch (Tak)xe BkIto4eHO ucnpasaeHue besonacHocTn). Bepcua ncnpasneHus
6e3onacHocTu ana Windows 10 6bina BbinylleHa B AsHBape 2017 roaa.

What's New In?

O InSpectre: UHCTpyMeHT NpoBepseT, YA3BUM NN Ball KOMMNbIOTEP 015 ABYX KOHKPETHbIX
HefoCTaTKoB npolwmBkn: Meltdown n Spectre. Ecnum cuctema yassmma, Bol byfeTe npenynpexxaeHsl
0 npobneme n nony4nTe ysegomaeHune c npocbbom o6HoBUTL 06opyaoBaHMe. Bbl MOXKETE HaNTKU
0bHOBMEeHMA 30eCkb. Kak MOXXeT noMoYb InSpectre: 3TOT MHCTPYMEHT CoobLLNT BaM, eCnun Bawlen
CuCTeMe yrpo)KaeT OnacHOCTb UCMOJIb30BaHUsA Spectre nnm Meltdown, n npeagynpenunT Bac 0
HeobX0ANMOCTM UCMPaBUTb NpobaeMbl, NpeXxae YeM Bbl CTOJIKHETECh C KaKUMU-NNHO HapyLUEeHUAMMN
KOH(UAEHLMNANbLHOCTU. Bbl MO)XeTe 06HOBUTL KOMMNOHEHTHI MO HALWIMM CChlJIKaM, KOTOpPbIE MOMOryT
ncnpaBuTb ownbKM. CKoNbKo cTouT InSpectre: MHCTpyMeHT gocTyneH 6ecniaTHO n
noanepxunBaeTcs Tonbko B Windows n Mac 0OS. Kak ycTaHOBUTb ero Ha ceon [NK: NoceTute
odunuUnanbHbI Beb-canT InSpectre n 3arpy3unTe nocaenHiow BEPCUO MHCTPYMeHTa. OTKponTe u
3anycTtuTe ncnonHaemsin gamn. CkavaTtb InSpectre: Ha cerogHAWHNN AeHb NCMPaBJieH TOJIbKO
OAWH N3 Tpex N3BeCTHbIX HepocTaTkoB Meltdown u Spectre. [1Be opyrue ya3sumoctu 6yayt
ncnpaBneHbl B sHBape 2018 ropa. Spectre n Meltdown (Spectre = Speculative Execution) — gBe
aTaKu, NpefHa3Ha4YeHHble A58 NCNO0JSIb30BaHNA YA3BMMOCTeN BCTpoeHHoro MO
BbICOKOMNPOM3BOAMTEIbHbLIX NPOLECCOPOB U NO3BONAIOLLUX TPETbUM CTOPOHAM KPacTb AaHHbIE,
KoTopble obpabaTbiBalOTCA Ha AAHHOM KOMMNbIOTEpPE. XOTS NPUNIOXKEHUSA HE MOFYT CYMTLIBATb
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OaHHbIe N3 APYrMX NPUIOXKEHNN, 0COBEHHOCTb HOBbLIX YIPO3 3aK/Il04aeTCs B TOM, YTO OHU MOTyT
3aBnafeTb KOHUAEHUMANIbHbIMUN OAaHHBIMWU, KOTOPbIE Bbl XPaHUTE B MEHEO)KEPE NMaposen,
bpay3epe, nporpaMmmax obMeHa MrHOBEHHbLIMU COOBLLEHNAMU, @ TaKXKEe B AEJI0OBbIX JOKYMEHTaXx.
InSpectre — 3TO MHCTPYMEHT, KOTOPbIA MOXKET NOMOYb BaM OMpPenennTb, ysS3BMMa Nn Balla
TeKkylwas KOHPUrypaumns ans Kakon-nmbo ns atux atak. CnenoBaTesibHO, Bbl MOXKeTe 06HOBUTbLCS
00 nocnenHnX BEPCUIA NPOLLUNBKU N NPeAOTBPaTUTb HEMNPUATHYIO CUTyauuio. Y3HanTe, ya3Buma am
Balla cuctema gns Spectre n Meltdown iges aToro MHCTpyMeHTa COCTOUT B TOM, 4TobOblI coobwnTb
BaM, MOXXeT /i1 Ball KoMmnbloTep 6bITh B3s1IoMaH Meltdown n Spectre, nHhopmauunto, KOTOPYIO Bbl
MOXKeTe y3HaTb, MPOCTO 3anyCTUB MHCTPYMEHT.KCTaTun, NpuioXeHne Takxxe otobparkaeTt
COCTOSAAHME MPON3BOANTENBLHOCTN CUCTEMbI, HO 3TO Boslee Ba)KHO NPOYMTaTb MOCAE TOro, Kak Bbl
obHOBUTE NMpOLWNBKY. INSpectre — 3TO NHCTPYMEHT, KOTOPbIA MO>XXET NMOMOYb BaM OMNpenenTb,
YS13BMM 11 Ball KOMMboTep AN Spectre n Meltdown, Knto4eBbIX TOYEK YSA3BMMOCTEN, KOTOpPbIE
MOMOraloT KOMMNbIOTEPHLIM XaKepaM N opraHm3aumsam KpacTb MHGOpMaumio. Ha odhunumansHom Beb-
CanTe NMHCTPYMEHTa Y BaC €CTb BO3MOXHOCTb Y3HaTb 6osiblie 06 ySA3BUMOCTAX, @ TaK)Xe O TOM,
3alMULEeH NN Ball KOMMNblOTeEp.

5/6



System Requirements:

XapakTepuctuku: Cornawenne Warner/Knight (Famitsu, Famitsu Asks!) ®nHan — CornaweHue
Warner/Knight (Famitsu, Famitsu Asks!) ®uHan — Cornawenne Warner/Knight (Famitsu, Famitsu
Asks!) ®nHan — CornaweHue Warner/Knight (Famitsu, Famitsu Asks!) ®nHan — CornaweHune
Warner/Knight (Famitsu, Famitsu Asks!) ®nHan — Cornawenne Warner/Knight (Famitsu, Famitsu
Asks!) ®nHan —
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